
Question 
Number 

Is covered in Course/Week… Answered 
Correctly? 

Comments 

Course 1: Introduction to Cybersecurity Tools & Cyber Attacks 

1 Week 1 - History of Cybersecurity -  

2 
3 
4 

Week 2 - A brief overview of types of actors and 
their motives 

- 
- 
- 

 

5 
6 

Week 3 - An overview of key security concepts - 
- 

 

7 
8 

Week 4 - An overview of key security tools - 
- 

 

 Subscore for Course 1: ____ out of 8 

Course 2: Cybersecurity Roles, Processes & Operating System Security 

9 
10 
11 

Week 1 - People Process & Technology - 
- 
- 

 

12 
13 

Week 2 - Examples & Principles of the CIA Triad - 
- 

 

14 
15 

Week 3 - Authentication and Access Control - 
- 

 

16 Week 4 - Windows Operating System Security 
Basics 

-  

17 Week 5 - Linux Operating System Security Basics -  

18 
19 

Week 7 - Overview of Virtualization - 
- 

 

 Subscore for Course 2: ____ out of 11 

Course 3: Cybersecurity Compliance Framework & System Administration 

20 Week 1 - Compliance Frameworks and Industry 
Standards 

-  

21 
22 

Week 2 - Client System Administration, Endpoint 
Protection and Patching 

- 
- 

 

23 
24 

Week 3 - Server and User Administration - 
- 

 

25 
26 
27 
28 

Week 4 - Cryptography and Compliance Pitfalls - 
- 
- 
- 

 

 Subscore for Course 3: ____ out of 9 

Course 4: Network Security & Database Vulnerabilities 

29 
30 
31 

Week 1 - TCP/IP Framework - 
- 
- 

 

32 
33 
34 

Week 2 - Basics of IP Addressing and the OSI 
Model 

- 
- 
- 

 

35 
36 

Week 3 - Introduction to Databases - 
- 

 

37 Week 4 - Deep Dive - Injection Vulnerability -  

 Subscore for Course 4: ____ out of 9 



 

Question 
Number 

Is covered in Course/Week… Answered 
Correctly? 

Comments 

Course 5: Penetration Testing, Incident Response and Forensics 

38 
39 

Week 1 - Penetration Testing - 
- 

 

40 
41 

Week 2 - Incident Response - 
- 

 

42 
43 

Week 3 - Digital Forensics - 
- 

 

44 
45 
46 
47 

Week 4 - Introduction to Scripting - 
- 
- 
- 

 

 Subscore for Course 5: ____ out of 10 

Course 6: Cyber Threat Intelligence 

48 
49 

Week 1 - Threat Intelligence - 
- 

 

50 
51 
52 

Week 3 - Data Loss Prevention and Mobile 
Endpoint Protection 

- 
- 
- 

 

53 
54 

Week 4 - Scanning - 
- 

 

55 
56 
57 
58 

Week 5 - Application Security and Testing - 
- 
- 
- 

 

59 
60 

Week 6 - SIEM Platforms - 
- 

 

61 
62 

Week 7 - Threat Hunting - 
- 

 

 Subscore for Course 6: ____ out of 15 

Course 7: Cybersecurity Capstone: Breach Response Case Studies 

63 
64 

Week 1 - Incident Management Response and 
Cyberattack Frameworks 

- 
- 

 

65 Week 2 - Phishing Scams -  

66 
67 

Week 3 - Point of Sale Breach - 
- 

 

68 Week 4 - 3rd Party Breach -  

69 
70 

Week 5 - Ransomware - 
- 

 

    

 Subscore for Course 7: ____ out of 8 

  
Total score for the test: 

 
____ 

 
out of 70 
 

 


